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Introduction

Organizations have kicked off 2023 with robust planning and strategizing to

build resilient procurement programs. Amidst this planning, organizations
tend to overlook the revision of their supplier risk management (SRM)
strategies. According to a report by Gartner, 89% of organizations

experienced a supplier risk event in the last 5 years.

Supplier Risk Management has become all the more important with the rise

in the need for ESG compliance across the globe.

It is important to ensure that all aspects of your organization’s operations are
functioning efficiently and with maximum compliance. One way that
businesses can help protect their assets and interests from potential supplier
risk is by implementing a robust supplier risk assessment process. By
understanding the different types of risks associated with suppliers,
organizations can gain an increased level of control over their supply chain
processes and more effectively manage any threats or disruptions they may

potentially face in the future.

This whitepaper explores why organizations should be actively assessing
supplier risk and how such assessments can impact an organization's overall

compliance posture.

'Gartner's “Supply Chain Risk Management Increase supply chain risk readiness to combat market disruption”




Need for Supplier Risk
Management

An organization needs to assess supplier risk for several reasons, including:

Continuity of Operations: Suppliers are essential to an organization's
operations, and any disruption in the supply chain can affect an
organization’s ability to deliver products or services to its customers. By
assessing supplier risk, an organization can identify potential risks and take

proactive measures to mitigate them, ensuring continuity of operations.

Reputation and Compliance: An organization's reputation can be negatively
impacted if its suppliers engage in unethical or illegal practices. By assessing
supplier risk, an organization can identify suppliers who may pose a
reputational risk and take steps to address any issues. Moreover, many
industries are subject to regulations and laws that require suppliers to
comply with certain standards. By assessing supplier risk, an organization
can ensure its suppliers are meeting these standards, avoiding any potential

legal or financial repercussions.

Cost Management: A supplier's financial instability or lack of compliance with
regulations can result in additional costs for an organization. By assessing
supplier risk, an organization can identify potential cost drivers and take

steps to mitigate them.

Strategic Planning: Assessing supplier risk can also help an organization
make strategic decisions regarding its supply chain. By understanding the
risks associated with different suppliers, an organization can make informed
decisions about which suppliers to work with and how to manage the

relationship



Framework to Plan a Supplier
Risk Assessment Strategy

As per a Gartner report, a low percentage of companies have a defined risk
appetite and monitoring process, however, 81% of companies have a formal
risk committee that monitors and guides responses to risk events. According
to the same survey, technology has proven to be a catalyst for better risk

management, regardless of risk appetite. *

Statistics for Efficacy of Current supplier Risk Tactics

. Extremely effective . Moderately effective . Ineffective
(6 or 7 rating) (3to 5 rating) (1to 2 rating)

Use technology
to support risk

Don't use
technology

n =180 0% 50% 100%
Source: Gartner

Risk management effectiveness must follow in the assessment, monitoring
and exploitation of risk, so we use technology as risks evolve and new risks

emerge that increase in complexity, impact and velocity. Companies that

use technology to manage risk nearly double their effectiveness using

vendor risk tactics.

For organizations to leverage technology to the fullest, organizations need a

framework for Supplier Risk Management.

’Gartner Insights’ “Increase Supply Chain Risk Awareness: Prioritize, continuously assess and govern
supply chain risk”



Comprehensive Supplier Risk Mitigation Framework®
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m Assessing Existing Suppliers

When assessing existing suppliers, it's essential to take a thorough and
systematic approach to ensure that you're gathering accurate and relevant
information. This involves gathering data on the supplier's financial health,
legal and regulatory compliance, and reputation and brand image. You can
obtain this information through a variety of methods, such as conducting
surveys or assessments, reviewing financial data, and analyzing supplier

performance metrics.

According to a report by Deloitte, a comprehensive supplier risk assessment
should include evaluating factors such as financial stability, operational risks,
legal and regulatory compliance, supplier capacity, and reputation and
brand image.” For example, assessing a supplier's financial stability can
involve reviewing their credit ratings, financial statements, and payment
history. Evaluating legal and regulatory compliance can involve reviewing
their compliance with laws and regulations such as labor laws,
environmental regulations, and data protection laws. Organizations can
identify potential risks and take proactive measures to mitigate them by

conducting a comprehensive assessment of existing suppliers.

*Source: Zycus Inc.
‘Deloitte. "Global CPO Survey 2021." Deloitte, 2021.




B Supplier performance management

Supplier performance management is critical in ensuring that your suppliers
are meeting your organization's requirements and expectations. This involves
monitoring supplier performance metrics, conducting regular reviews, and
providing feedback to suppliers on how they can improve. Effective supplier
performance management can help organizations to identify opportunities
for cost savings, improve supplier relationships, and reduce supplier-related
risks.

According to a report by Gartner, organizations that implement effective
supplier performance management programs can achieve cost savings of
up to 8%.° Organizations should establish clear performance metrics and set
performance targets for their suppliers to achieve these savings. They should
also conduct regular reviews of supplier performance and provide feedback
to suppliers on how they can improve.

This can involve implementing continuous improvement programs,
conducting joint process improvement initiatives, and providing training and
development opportunities to suppliers. By managing supplier performance
effectively, organizations can improve their supply chain performance and
reduce supplier-related risks.

B Supplier segmentation

Segmenting suppliers based on their importance and risk profile can help
organizations prioritize their supplier risk management efforts. According to a
report by Gartner, supplier segmentation is one of the top three strategies
used by procurement leaders to manage supplier risks. The report also
indicates that organizations that use supplier segmentation are more
effective at managing supplier risks than those that do not. By segmenting
suppliers, organizations can identify critical suppliers that require a more
comprehensive risk management program, and allocate resources
accordingly. This helps ensure that resources are utilized efficiently and that
the most important risks are addressed first.° High-risk suppliers should
receive more frequent assessments and monitoring than low-risk suppliers.

Supplier segmentation is a crucial part of supplier risk management as it
involves categorizing suppliers based on their importance to the
organization and the potential risks associated with their operations.

*Gartner’s “The Top 10 Priorities for Sourcing & Procurement Leaders”
°*Gartner. "3 Strategies for Managing Supplier Risk."




By segmenting suppliers, organizations can develop more targeted risk
management strategies and prioritize their efforts based on the risks
associated with each supplier group. According to research, organizations
that use supplier segmentation are better equipped to identify and address
high-risk suppliers and have higher supplier performance scores than those
that do not.

Supplier development program - SCAR (Supplier Corrective Action
Request)

Supplier risk management is crucial for procurement and supply chain
professionals to ensure that their suppliers meet their business needs while
minimizing risks. One effective way to manage supplier risk is through
implementing a supplier development program that includes Supplier
Corrective Action Requests (SCAR). SCAR is a formal request for suppliers to
take corrective actions when they fail to meet the buyer's requirements or
specifications. This approach can help improve supplier performance,

product quality, and customer satisfaction.

According to a study by ProcureAbility, 79% of procurement professionals
said that their organizations use corrective action programs to improve
supplier performance. Furthermore, 70% of the respondents stated that these
programs help their suppliers become more reliable and reduce quality

issues.’
Supplier Integrations

Another key aspect of supplier risk management is supplier integrations.
Supplier integrations are essential for streamlining processes and improving
communication between buyers and suppliers. Integrations allow suppliers
to exchange data with the buyer's systems, which can help reduce manual

pprocesses and errors.

According to a report by Deloitte, 79% of procurement professionals believe
that integrating supplier data into their systems can help improve supplier
performance. Furthermore, 62% of procurement professionals reported that
integrating supplier data can improve the accuracy and completeness of
supplier information.® By integrating suppliers into the procurement
process, organizations can improve supplier performance, reduce costs,
and increase efficiency. Overall, supplier integrations can help create a
more transparent and collaborative relationship between buyers and

suppliers, leading to better business outcomes.

’ProcureAbility. 2019 CAPA Study
*Deloitte’s Supplier Integration Insights



® Development of Supplier Risk assessment programs

Supplier risk assessment programs are a critical component of a
comprehensive supplier risk management framework. These programs
enable organizations to identify and evaluate potential risks associated with
their suppliers, and develop mitigation strategies to reduce their exposure to

these risks.

According to a study by Spend Matters, 67% of procurement professionals
reported that they use supplier risk assessment programs to manage
supplier risks. Additionally, 85% of these professionals reported that these
programs have helped them identify and mitigate supplier risks effectively.’
By implementing supplier risk assessment programs, organizations can
take a proactive approach to risk management, ensuring that they are
well-prepared to address potential risks and minimize their impact on the

business.
m Monitoring Automated Alerts

Monitoring automated alerts is another key aspect of supplier risk
management. Automated alerts are notifications that are triggered when
certain predefined conditions or events occur, such as a change in supplier
financial stability or a security breach. By setting up automated alerts,
organizations can receive timely notifications of potential supplier risks,

enabling them to take immediate action to mitigate these risks.

According to a report by Gartner, 79% of organizations that use supplier risk
management tools use automated alerts to monitor supplier risks.
Additionally, 73% of these organizations reported that automated alerts have
helped them identify and respond to supplier risks more quickly. ° By using
automated alerts to monitor supplier risks, organizations can reduce their

exposure to risks and improve their ability to respond to potential disruptions.

°Spend Matters “10 years of SRM Trends”
“Gartner’s "Supplier Risk Management Guide”




B Staying updated on risk trends globally and internally

In order to effectively manage supplier risks, it is essential for procurement
and supply chain professionals to stay updated on risk trends both globally
and internally. By staying up-to-date on the latest risks and emerging trends
in the market, organizations can better anticipate potential disruptions and

take proactive measures to mitigate them.

According to a report by Aberdeen, 66% of procurement professionals
reported that they have a formal process in place for tracking and
monitoring supply chain risks. Additionally, 2% of these professionals
reported that their organizations use external sources of information, such as
news and market reports, to stay updated on supplier risks." By leveraging
external sources of information and staying abreast of the latest trends in the
market, organizations can gain a more comprehensive understanding of the
risks associated with their suppliers and develop effective strategies to
manage these risks.

In addition to monitoring external sources of information, it is also important
for organizations to stay updated on internal risk trends. This includes
tracking key performance indicators (KPIs) and conducting regular risk
assessments to identify potential gaps in supplier risk management.
According to a study by Ardent Partners, 62% of procurement professionals
reported that they use KPIs to track supplier performance and identify
potential risks. Additionally, 63% of these professionals reported that they

conduct regular risk assessments to evaluate supplier risks.”

"Aberdeen Report on Supplier Risk Management
“Ardent Partners’ Supplier Risk Management Study




Case Study

According to Kearney's Risk Management Report, a lot of organizations are
now investing in risk management solutions to attain additional data sources
and identify risks.” It has helped organizations realize the need for a
comprehensive solution to integrate their existing systems with an end-to-

end risk management process.

What are organizations looking for when they invest in SRM technology™

Technology deployment in supplier risk management is largely aimed at identifying risks

and attaining additional data sources (% of respondents)

100% 100% 100% 100%

Risk Identification ) Risk analysis » Risk escalation » Action planning » Plan execution

. Partially automated . Mostly manual

. Mostly automated
Source: Kearney's “Five Crucial Components of Supplier Risk Management”, 2021
The following is a recent example from a Leading Relocation Service Provider

who collaborated with Zycus to transform its source-to-contract journey & its

Supplier risk management processes.

“Kearney’s "Five Crucial Components of Supplier Risk management”
“Kearney Risk Management Survey, 2021



® About the Company

The company is a global leader in moving and relocation services, offering

solutions for mobility programs to companies of every size.
E The Need for Digital Transformation

The client expanded its business rapidly with numerous mergers and
acquisitions, which resulted in decentralized process management,
fragmented data sources, multiple ERPs, and scattered sourcing systems
across several business units. Thus, to manage procurement processes
efficiently, there was a need for a centralized platform that could integrate all
fragmented modules and provide visibility and valuable insights about data

through customized dashboards.

Procurement Challenges Faced by the Relocation Service Provider”

080
A

Scattered Manual Supplier profile
sourcing system processes integration

Source: Zycus

“A Leading Relocation Service Provider Collaborates with Zycus to Transform its Source-to-Contract Journey.
Source: Zycus Inc.




B Existing Procurement Landscape

The client's earlier Source-to-Contract (S2C) process heavily relied upon
manual tasks, which resulted in a high cycle time for conducting sourcing
activities and having enterprise-level visibility into supplier information. In
addition to this, they did not have a centralized repository to store and track
contracts, which led to a slow turnaround time to create and review
contracts. The client also struggled with longer contract approval time due to
the absence of standardized version control solutions to track contract

changes and clauses at each negotiation stage with suppliers.

Business Object of the Relocation Service Provider®

Automate supply chain and
procurement processes to capture — J
lost revenues
[ _ Facilitate easy onboarding of
E new suppliers
Increase compliance across _ ?
all stakeholders @
B Gain enhanced visibility into
spend data
Make actionable decisions to deliver 1\ [ (x)
more value
Increase user adoption by
- providing easy-to-use
solutions

Source: Zycus

A Leading Relocation Service Provider Collaborates with Zycus to Transform its Source-to-Contract Journey.
Source: Zycus Inc.




® Why Zycus?

The company decided to move forward with Zycus' integrated suite based
on its ease of use. A simple and customized user experience (UX) provided by
Zycus' Dew Drop Ul was one of the driving factors as the client aimed for a

high user adoption.

Solutions adopted, Key Statistics and Final business impact after
implementing Zycus’ Solutions”
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"A Leading Relocation Service Provider Collaborates with Zycus to Transform its Source-to-Contract Journey.
Source: Zycus Inc.




Conclusion

There you have it: an 8-step framework to reduce supplier risk and increase
performance. Supplier risk management isn't always top of mind when
running a business, but it is a quintessential parameter for achieving success.
By regularly tracking KPIs and conducting risk assessments, organizations
can gain a better understanding of their supplier risk landscape, and take
proactive measures to address any potential vulnerabilities or gaps in their
risk management program. This can help organizations ensure that they are
well-prepared to address supplier risks, and minimize their impact on the

business. Investing the necessary time in developing such a plan is worth it!

Disclaimer

The content provided in this white paper is intended solely for use as general
business information and is driven by specific circumstances. Consequently,
any use of this information should be done only in consultation with a
qualified and expert professional. The content in this white paper reflects
information from the original publication date and not from the date of
publication of this specific document. The information in this white paper is
provided with reasonable care and attention. However, it is possible that
some information here is incomplete or inapplicable to specific
circumstances or conditions. For the content of this white paper as authored
and published by third-party organizations (e.g, research survey data
published by third-party organizations), Zycus does not accept any liability
for direct or indirect damages, losses or claims resulting from the content, or
it use, or relying or acting upon information in the slide deck. This white paper
is meant for informational purposes only and provided “as is” with no
representations and warranties whatsoever including any representation

and warranty of merchantability or fitness for any particular purpose.
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Zycus is the pioneer in Cognitive Procurement Zycus helps enterprises drive real savings,
software and has been a trusted partner of reduce risks, and boost compliance, and its
choice for large global enterprises for two seamless, intuitive, and easy-to-use user
decades. Zycus has been consistently interface ensures high adoption and value
recognized by Gartner, Forrester, and other across the organization.

analysts for its Source to Pay integrated suite. Start your #CognitiveProcurement journey with

Zycus powers its S2P software with the us, as you are #MeantforMore.
revolutionary Merlin Al Suite. Merlin Al takes over
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insights for quicker and smarter

decisions, and its conversational Al

offers a B2C type user-experience o //

to the end-users.

MEs_g@

SN

Merlin for
E-Sourcing

E-Sourcing

Insightstudio
Supplier Network
Project Manageme™
Request Mcmc:gemem
Savings Manageme™

eveeeeaealiiiiiiiies s TTeeenene o Amsferdam  ee s eesiiiieseeteeel
Chicago - *="2teitititiiiiiis eeIIiiiiiiiiiniiiiiniiiiiniiaiiinn, o
ST EEEEE R ERRT TRAR LONdon---fsstssssseestiiisiintnnnaiuianiiiaait,
i ton L R R S S SRR RS A
gt sernn, eeriiieeiiiisiieeesiiiiiiinste e Tokyo
i1ttt Atlanta SRR LR L L P TS SR SRS
seees e R e
e SLiiiiiiiiiiiiiiieiiDubai S-e: T
RESEEEES R SR : e . Singapore
T SEEEEEEEE CMumbai l.iitieinoino,
R RS SEEEEEEE L Pune
EEEEEEEES: SIS “-Bengaluru L :iiiiiie.
c oc U e : :5-'-f\/lelboyfne



